e LEME

> MOPS

mobile printing solution

Version 1.0

Stand Jul-16

o

mobile printing solution

OPERATOR MANUAL



G P=

mobile printing solution

page 2

MOPS — mobile printing solution
OPERATOR MANUAL

This documentation refers to the development status of Jul-16.
The texts and images were assembled with greatest care. Yet
there can be minor discrepancies in program sequences or
displayed texts that might occur as this product advances

We will appreciate suggestions for improvement or error reports.

Several of the hardware and software names mentioned in the
document are trademarks and should be considered as such.

© 2016 by Control Systems GmbH & Co. KG

Robert-Bosch-Str. 9

D 78048 Villingen-Schwenningen

Telefon +49 (0)77 21/ 99 77 6-0

Telefax +49 (0)77 21/ 99 77 6-66

e-mail sales@control-systems.de

web http://www.control-systems.de
http://www.pcounter-germany.com

Alle Rechte vorbehalten / All rights reserved.

MOPS-Operator_Manual_EN.docx / 40
43-5637

Version 1.0 Copyright © 2016 by Control Systems GmbH & Co, KG



MOPS — mobile printing solution
OPERATOR MANUAL

ISP =

maobile printing solution

page 3

1

2

3

4

5

6

7

Copyright © 2016 by Control Systems GmbH & Co. KG

INErOAUCTION ..o e

1.1  Symbols in this manual ............cccccccvivieereeniinns
Virtual and direct qQUEUES .........cccceeevviiieeniiieeeee,
System RequirementsS.......ccccceviviereiniieee s

Installing MOPS ...
4.1 Pull printing / print2me .........cccccoiiieenniieeeeee,

4.2  Installing the software ..........cccccoviiiieiniiine e,

1st start of MOPS management

Configure TCPCONV ...cccvviieiiee it

MOPS referencCe......oooieeiiiiiie et
7.1  MANAGEMENT ...t
7.1.1 USET ISt e

7.1.1.1 ADD (internal user)

7.1.1.2 SELECT (US€ers) ..cccoeevveeeeeieeeieeee,
7.1.1.3 FILTER .o,
7.1.1.4 MANAGE ...,
7.1.15 MODIFY .o
7.1.1.6 User details / Authentication

7.1.2 Departments ............cevveevieveieeieieeeeiiieeeeeeeees

7.1.3 DOMAIN.....cuiiiiiiiieieiieieeeeeeee e eeeeeees
7.13.1 Domains — User import

7.2 DEVICES ...

7.2.1 QUEBUES ...t
7.21.1 Adding QUEUES..........uvuiene
7.2.1.2 Direct qUEUE .....ccooeeeeeeeeieeeee
7.2.1.3 SNMP accounting............eceeeeeeeeeeenn.
7.21.4 Virtual qQUEUE ......ccevvvveeeeeeeeeeeeeeeeeeeeees

7.2.2 print2me configuration ............ccccceeeiiiiiinnnne
7.2.3 NetCardReader........cccccoevevvvveeeieeeiecieeeen.
7.2.4 Mobile print ...,

7.24.1 Mobile print release

7.2.4.2 E-Mail printing........ccooceeiviiiiniineen,
7.3 REPORT ..ottt
7.3.1 REPOITS .ovvviiiiiiieeeei e
7.4  SETTINGS ..ot

7.4.1 (=T 1] = |
7411 SEIVEL e
7.4.1.2 Application ...
7.4.1.3 User Portal........coooevveveiiiiiieiieeeeeene,

7.4.1.3.1 CONNECLON ....cvveeeeieieeeeeeeeeeeeeee e,
7.4.1.3.2 Selfassignment ..........ccceevvieeernnnnn.
7.4.1.4 Custom formats ......coevvveveeereieieeeeeienns
7.4.1.5 SMTP /E-Mail ...oovevveieiieeeeeee e

7.4.1.6 License Information

Table of content / Inhalt

Version 1.0



G P=

mobile printing solution MOPS — mobile printing solution
page 4 OPERATOR MANUAL
7.4.2 (2= 1S3 a1 0 =T o S 39
7421 BV BINE OG- 39

TA.3  SCREAUIES ..ottt et e e e et e e e e st e e e e b e e e e nneee 40
7.4.3.1 )Y od a1 (o] T4 11 o] o IS 41
7.4.3.2 =T 0 Lo o =T L1 1SR PSRRRR 41
7.4.3.3 (D= 1= Lo F= EY = o = Tod (U o USRS 41

7.4.4 ReAAEr Profil@S .....eeiiii e 42

Version 1.0 Copyright © 2016 by Control Systems GmbH & Co, KG



ISP =

MOPS - mObile printing SO|uti0n mobile printing solution
OPERATOR MANUAL page 5
1 Introduction

Thank you for purchasing MOPS the mobile printing solution. MOPS is an advanced document
management & accounting solution that allows users to print from their client PCs, Laptops,
Smartphone, Tablets or via email in easy-to use and highly secure way.
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Driver print
Users can print from within their applications on workstations as usual to the shared printers on
MOPS-Server.

Web print
Users can upload documents to MOPS Server for printing via a web portal.

Email-print

Users can send documents to MOPS Server for printing by sending an email with the documents
attached to one or multiple email address especially configured for that purpose. MOPS is periodically
retrieving mails from these accounts processing them to the desired print queues.

Mobile print
Users can send documents to MOPS-Server from Smartphones or Tablets using the MOPS-App.
MOPS-App is available for iOS and Android devices.

Depending on the configuration of the queue linked to the email account, print jobs sent to MOPS will
be printed immediately (in case of a direct queue) or stored on MOPS Server until the job owner is
authenticating himself at the printer (virtual queue). User Authentication can be performed by ID cards
swiped to a NetCardReader (networked card reader) or the MOPS-App.

Copyright © 2016 by Control Systems GmbH & Co. KG Version 1.0
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1.1 Symbols in this manual
In this manual, some important items are described with the symbols shown below. Be sure to read
these items before changing any configuration.

Hint:
Indicates information to which you should pay attention

Warning:
Indicates a situation where modification of the settings may have severe impact on correct operation.

2 Virtual and direct queues

MOPS is designed to manage, track and route print jobs from the users clients (PCs, mobile devices
etc.) to a printer of your choice. Thanks to its advanced design, MOPS does not need to install any
additional port or similar to take control of the Windows printing system / print queues. Therefore
MOPS knows two different types of queues:

Direct queue

A direct queue is a shared Windows print queue for a dedicated printer. The print job is generated on
the user client or sent by email / upload to the share hosted on the MOPS server. MOPS will process
the documents to a print job and immediately release it to the printer.

Virtual queue

A virtual queue is a shared Windows print queue that is NOT linked to a physical printer. Print jobs that
are sent to a virtual queue will be spooled on the MOPS server until they are requested for printout at
any printer (print2me) or deleted (by user/admin intervention or due to a rule).

To actively release print jobs that are spooled on MOPS server a user authentication at the printer is
required. MOPS offers two different ways of authentication:

Networked Card Readers

are used to offer print2me/PullPrinting capabilities for direct print queues. Therefore print jobs are held
in MOPS virtual queues. To release all print jobs of a user he simply swipes his card at the reader
associated with the printer. MOPS will automatically send all jobs of that user to the printer’s queue.

MOPS-App / Print Release (i0OS & Android)

Instead of a networked card reader spooled print jobs can be released using MOPS-APP (mobile print
release app). Users authenticate themselves to the server via the app. After selecting the printer (via
printer list or QR code scan) the job list is shown on the mobile device. Jobs can individually be
requested for printout.

Version 1.0 Copyright © 2016 by Control Systems GmbH & Co, KG
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3 System Requirements

= Microsoft Windows (32 and 64-bit)

=  Microsoft .NET 3.5 (or newer)

= Web browser supporting Java script
recommended: Firefox, Chrome, IE10

e printers using PCL or Postscript printer drivers. GDL printers are not supported.

e 1 GB of Memory (2 or higher recommended)

e 500 MB of Hard Disk plus additional free space for logs and print spool files. Depending the
average storing time, size and amount of spool files 100GB to 500GB are recommended.

Copyright © 2016 by Control Systems GmbH & Co. KG Version 1.0
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4 Installing MOPS

Before installing MOPS make sure your server host is supported, operational and the event viewer
does not show any critical errors.

MOPS can take control / accounting of all printers locally installed on your print server. So it is
recommended to install and configure all printers and their appropriate drivers before installing
MOPS.

4.1  Pull printing / print2me

In case you intend to setup a pull printing environment at least one central (virtual) queue is required,
where the users are printing to and where the print jobs are spooled until they will be released 'on
demand' by the print job owner.

This virtual queue is a standard Windows queue that will be 'converted' by MOPS. So it is
recommended to add a new printer to your server that will be used as virtual queue by MOPS.

Attention:

Jobs kept in a virtual queue will be routed to different target queues/devices. So keep in mind to
assign a compatible printer driver to this queue.

4.2 Installing the software

To install MOPS run the Setup.exe program and follow the instructions.  _4ll
Setup.exe
Make sure the maintenance of your system Z ey e e tele] x)

is matching the version you are installing /
updating to. Click Next

p— Welcome to the Setup Wizard for MOPS
HZP= i 7

maksls printing schiton

This wizaed wit §uice you through the instatyion of MOPS.

1% 5 recommended that you close sl other appiications before starting Setup,
Thes wil reakon it possble 10 update rervant yystem Hes withost havieg bo
TebOst your conputer.

Piease 00 80T NSTAL EHiS verSon If Ihe axinlenance date of your regatration
by 15 earther than 05/2016.
Qch Neat to coetinee.
oS [ Fext » l l Cancel.
. . MORS Setup Wizard - Licerse |- =] -I
To continue accept the terms of the license @
agreement and click Next. ISP Uemetoremn
VTR o ROk Planze revige bhaBoenss farmr betore intialing MDPS

END LWSER LICENSE AGREEMENT o
This End-User Licerae Agreemeni comtraci (ibe “Contract™ i a l=pl contract,
EETWEEN

Coriezl Svsizps Gobd & Coo XG5, with s repsiersd offics ot BobteriBDesch B 8 7508 Vilngen
Selrwerinpe, Gey,

Fiou mant sccepd the agresment bo imi sl B3P Peaws cick the check box beoes fo sccept e barma of
ajreeraend A chlk Meal 0o £of Ln.

] 1 mccmpt the e of Ehe Liceass Agresmest

WOFS v, 00 best ! e
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Accept or modify the ports required by
MOPS.

Make sure the ports are available and

not blocked by a firewall or other
applications.

Select the destination folder for your
MOPS installation.

Click Install.

Setup will now unpack the files to your
system and install and run the MOPS
services.

Done! You successfully installed
MOPS on your server.

Click Finish to finalize the installation.

Copyright © 2016 by Control Systems GmbH & Co. KG
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5 1st start of MOPS management

You can run MOPS management from any client computer in your network. Enter the URL:
http://MOPS-Server-1P:11080

Port 11080 is the default value for the application web server. It can be changed in the management
general settings.

HGP=

mekile printing pakfion Version: 7.0.0 [esr

Benutzemame: | Operator

Anmelden

The default value for the operator password is ' ' [blank] .

A It is strongly recommended to change/enter a secure password!

Change to -> SETTINGS -> General -> Application and click to the [ change password ] link.

HGP= ‘
el —
il periniing sokotksn .
Viersion; 1.0.0 test
MAMAGEMENT
. -— e . -

Liser list Ademinestrator uder name: "Operater” I_[chanprpammnd]

Departments e |

Domains Ication

| Appl Language Enghsh ¥ ]
DEVICES
LI

R Sand netifications by e-mal -

MetCardRaader FIL user name has priority (o]

R Don't record decument names: a0
REPORT Daon't record user names [an]

Feparts SEMTP f E-mail
SETTINGS ‘Websession tmeout 30 minutes bl
[_cenenal | -

Dashboard Log lewel Verbose il

Schedules

Reader profiles

Version 1.0 Copyright © 2016 by Control Systems GmbH & Co, KG
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6 Configure TCPConv
MOPS supports PullPrinting by means of a networked card reader (NetCardReader).

A NetCardReader typically consist of a USB to Ethernet adapter (TCPConv) and a card reader
supporting the specific card technology in use.

TPConv is a serial device server providing two Ethernet plugs connected to an internal TCP switch.
This allows attaching a networked or USB reader to a printer or multifunctional even if only one
Ethernet connection is available.

TCPConv
LAN Switch e

i

The device is transparent in regard of the communication to the printer. The card reader will keep it’s
own IP address and port.

The Configuration of TCPConf is performed with the TCConfig tool provided with the device server.

e to get the device server operational plug in the 5V power supply
e connect the network cable to the RJ connector

e Execute the Configuration tool (there is nothing to install)

g5 TCConfig V104 - Configuration Program for TCPConw = B B
Devices Aclivty
Devics Type Famware  M&C Address P Address Heme 5
TCPCany V.08 O0ECO-B6-2BFE  152.168.1.145 DEFALULTRAME _/
Protacol

Tes Conneciion

e Click to "Search"
e Select the TCPConv device of your choice and click to "Configuration"
e Enter the login credentials.

Name: admin

Password: by default this is blank

Copyright © 2016 by Control Systems GmbH & Co. KG Version 1.0
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e Enter the appropriate IP settings for that device.

Cenfiguration B
hetwerk | RE232 | USE

Dervica Mame

Name: DEFALLTHAME
IP Se=ttings

L1 U [ALF

Address: 192 168 1 145
Metwode Mask: 255 . 255 . 25 . 0
Galeway: R [ I B |

oK | ol

Make sure to use a static IP. Don’t use DHCP.

e Enter the USB settings.

Configuration -
Network: | 5232 | USE
Commurication Parmmeters B
Haudraie: Local Port: 7778
5600 -
Dlstabite: B TCR Cie
Remcte IP Addres:
Ferty: 192 . 162 . 1 . &
__: Remole Port: 11083
[1 v] T Lannoe aulcmenTaly o0 may canneoer
@ Cannect, F data is avalable
@ Connect on any chamcter
Bind ta USE VID/PID ) Connect on char: [2
ISB Werdor ID: 7] Send cannest char
{4 hex digis) [[] Draconnect en char: ;3
USE Product 10 [7] Send deconred char
4 e digs)

Disconinect imeoul: 10 Seconds

Remote IP Address: make sure to enter the MOPS Server IP-Address here. By default port 11083

will be used.

e Click to OK to confirm the settings and to upload the configuration to the device server

e Click to "Restart". This will restart the device running the new configuration

Version 1.0
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7 MOPS reference

This chapter describes the sequence of menus, functions, parameters and it’s dependencies.

7.1 MANAGEMENT

The user menu contains all data and settings related to users. The MOPS database can hold user
data imported from the local domain (Active Directory) as well as 'internal’ users (users that do not
have an AD-account)

7.1.1 User list
The user list table shows all users (domain & internal) stored in the MOPS database.

HGrP=

meklle printing solution

Logoust

Version: 1.0.0 pest

: I S 2] |

MANAGEMENT ADD SELECT FILTER: OFF dAGE DIFY I
[ user it R —

DepaRern (- v| porothy Williams (dw) =[1]

Darnalns

o Corcty viiame [ At~

DEVICES dw

Queiies [  Peter Clark I Logan name: dw

P reweord: EAE i ¥
HetCardReader Faszword: [sat/madity]
Mobile print I Activabed: "o
card IDg: — 4

REFORT | [+

Reports

Advarced Satlings
SETTINGS
I Email address; dwiidomain.crg =

General T

Dashbaard |

schedules I

Cepart: ' o] B *
Reader profiles I Epartmen Cept

The List shows the users Username and Login name.

[1] On the right you see the user details sections to modify the
e User’s Authentication settings

Card IDs

Email address

department

[2] Above the list you find the options to
Add internal users

Select users

Setting filters for the user list
Manage user accounts

Modify user accounts

Copyright © 2016 by Control Systems GmbH & Co. KG Version 1.0
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7.1.1.1 ADD (internal user) e e x
Click to Add to adding a new internal user.
Login name, Username and password are mandatory. Annerenae

AN e

{¥or- und Hachname}
Passviort

If available, select a department the user is belonging to and enter
his/her email address.

Passwiort bestatigen

The user’s email address is required for sending notifications to :’:‘r:rm ’

the user and to identify the user when sending documents via

email. E—
[Abbrechen] hinzufugen

7.1.1.2 SELECT (users)

. . . . &ADD SELECT FILTER: OFF MANAGE
Using this option will help you to select/unselect o e e
multiple users. ==

p : Q {.;L}I LI::"'.. L I Selected users: I'Zj I
[1] checking [ v ] will move the user to the selected = ::-memam : P I
users box [2] 1=~ [ I

| & EeLE | * Darothy Williams |
Clicking to x will unselect the user and remove him |
from the selected user box |_ I l I
7.1.1.3 FILTER
The filter option allows setting a filter to the list of users.
ADD SELECT MANAGE MODIFY

Configure list filter

Filter all users according the following oriteriaz

Login type Enternal users only T Caornain T

Uiz status T ] Cepartment ¥ |

Card 10= without Card I0= anly ¥ ] Acoounting mode ¥ |
[reset]

[Cancel] [ filter

If a filter is active (set) this is indicated by a highlighted JRIRISEHOIY in the function bar.

Version 1.0 Copyright © 2016 by Control Systems GmbH & Co, KG
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7.1.1.4 MANAGE
Use the manage function to disable/enable or delete a single or a number of selected users.

ADD SELECT FILTER: OFF
Q, Search uzer. ¥ Selected u Enable selected users
= E-ﬂrom-r Williams ¥ Peier Delete selected wsars
v
] Bk ® Dorsthy Williams

. SHECT FILTER: OFF MANAGE MODIFY
Before the execution of a management
function you are requested to confirm this
action. Search user.. L Selected users:

You have selected 2 usars. Ame you sure to delete theam?

7.1.15 MODIFY
The modify function allows a couple of modifications to the accounts of the selected users.

ADD SELECT FILTER: QFF MANAGE

Q search user.. L Selected users: Change accounting mode

B ::mﬂw Williams * Peter Clark

[ ::“r S ¥ Dorothy Wilkams

Change department
Assign a department to the selected user/s.

Change departmant for 2 users

Department name

Copyright © 2016 by Control Systems GmbH & Co. KG Version 1.0
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7.1.1.6 User details / Authentication
To view or modify the user details just click to the name of the desired user.

ADD SELECT FILTER: QOFF
[ awi x v =
die 1 Login name: Administrator [ 1 ] 1
| leri‘ﬁnu:!u_lrfrne: udrnini:h'm':tfﬁrrrf.i-rtm 1
U Ackivated: [ = [21 1
e |
1 [3]
! [+ -] |
ha o o e e e m e m e =
1 Email address; admin@firma.intra [4] 1
! 1
! i+ [ 1
e oo o oo o o e e e e e e e e e e e e .
| Department administration | rs1 1
I_.q;\-;h:m;__c.;_______r;_;_ —— -
B o o e e e o e e e -
Page: |1 il

[1] Login name: This needs to be entered when logging in with username and password
Password: This needs to be entered when logging in with username and password.

[2] use this link to disable/enable the user account.

Domain user’s passwords are always authenticated against the domain controller

[3] Card IDs: If the users are allowed to login by card the card IDs can be entered here. Users
may have multiple card IDs.

[4] Email addresses: here you can enter one or more email-addresses for this user.

Multiple Email-addresses may be useful for Email-to-print when sending jobs from different
accounts.

[5] Department: select a department from the list the user is belonging to

[6] Activity logging: select if the print jobs of this users shall be logged or not

Version 1.0

Copyright © 2016 by Control Systems GmbH & Co, KG



MOPS — mobile printing solution
OPERATOR MANUAL

P =

maobile printing solution

page 17

7.1.2 Departments

Departments are organizational units. Each user may belong to only one department. Usually the
association of users to departments is done in Active Directory.

When synchronizing the domain MOPS automatically imports all departments and the association of
users.

— Logoust
Hor=
S LA Version: 1.0.0 rest
R
MANAGEMENT 1 .ﬂ.DD[ 3] gELEI_‘l’ MODIFY
Liser list _-———
jm———— == - |
Darnains 1 5 oot a [1] 1 Pesneter B 5
e : s Lo
et ! Dept. C 1 1 '] Dorcthy Williams !
HetCardReader I = | 1
#obile print 1 | ! 1
1 1 1
REPORT 1 1 1 1
Reports | 1 I
SETTINGS | h |
General | h |
Dachboand I l I
schedules I h |
Reader profiles I I I
e e e e e e e e e e e e I 1
| 1
! |
e ——— — 1
¢ 4]
1. List of departments
2. List of users belonging to the selected department
3. press ADD to manually add a department
4. press [+] to manually add users to the selected department
Copyright © 2016 by Control Systems GmbH & Co. KG Version 1.0
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7.1.3

Domain

MOPS supports the synchronization of users from a Windows domain (Active directory). By default the
domain is auto detected according the membership of the MOPS server.

— Lot
™ —
HGP=
IS priniing Sck.tisn Version; 7.0.0 test
MAMAGEMENT ADD REMOVE MODIFY USER IMPORT
o — o o -y
Departments I firma.intra I

[Domains

DEVICES

Queues
NetZardReader
Mabile print

REPORT

Raparts

SETTIMNGS
General
Dashboard
Schedules
Reader profiles

I— Hemtram dotrmmsetre. = = om— o= ol

attribute names

Default user

Tgnere disabled AD user accounts .c
Replace internal users (0]
Cigdete unkrgwn ugers - ede they get deschivated ¢ :I

* "Unkrowm uner” in & unsr [dormain bype] sxisting in the detabars but nct in the domsin (anpmere )

To allow MOPS to synchronize the user
database an administrative user must be

defined. Click [MODIFY] to enter/change the

user credentials.

Version 1.0

ADD REMOVE MODIFY USER IMPORT
lirma.intra
Hostname:

Hostname: | Hcl.firma.intra - [reset]

User names:

Password:

Synchronization will be performed immediately by clicking to [ USER IMPORT ]
Users can also be synchronized automatically. Please refer to the chapter Schedules.

ADD REMOVE MODIFY

USER IMPORT

Copyright © 2016 by Control Systems GmbH & Co, KG
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7.1.3.1 Domains — User import

Here the synchronization options are configured.

firma. intra
Hostname: del firmadintra

. Replace internal users
Attribute names

868

Delete undnown users - else they get deactivaled 2

Cefault user * “Linknzsan uner” s weer (domsin byps) sxistng in the datsbses bot nat in the domain [any

i
Fl

Ignore disabled AD accounts  If enabled, accounts that are disabled in the domain will not be
imported to the MOPS database.

Replace internal users If enabled, internal users will be replaces by the domain users in
case of identical user names (Login name / samAccountName)

Delete unknown users Domain users that are present in the MOPS database will be
removed if the corresponding account in Active Directory does not
exist anymore.

The database fields in MOPS are retrieved from specific attributes in AD. By default the attribute
names are set to common values. Here you can change/ add the attribute names holding the data for
the specific database fields.

firmadintra

Hostname: dcl.firma.intra

User import Display name: | displaytlames
Department: department

Default user

Card 1D pager

The default user settings allow to activate/deactivate an account after import and to enable or disable
accounting.

firma. inbra

Hestaams: del. firma.ntra

Uger import actwated D

attribute names

Gefault user

Accounting | Log L

Copyright © 2016 by Control Systems GmbH & Co. KG Version 1.0
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7.2 DEVICES

The devices menu contains all data and settings related to queues, NetCardReaders and the settings
for mobile printing and mobile release.

7.2.1 Queues

MOPS is designed to control queues in terms of accounting and security. Having the most control on
print jobs can be achieved in two ways:

e Pull printing: print release after user authentication at the printer. Jobs are held in a virtual
gueue

e Direct printing: print to printers shared by the MOPS server. Printout is performed
immediately

Zgb This icon indicates a virtual queue in MOPS

% Direct queues are indicated by this icon

7.2.1.1 Adding queues

MOPS can take control of the existing queues of your print server.
It is not necessary to create new queues within MOPS. If you like to
add queues to your server you can do this 'as usual' via Windows
printer management. : -

print2me

Select the gqueues to be added from the list

Teah 102

To add queues to the MOPS queue list click to [ + ] at the bottom of
the list of queues. Select the queues you want to add to the list, so
MOPS can take control.

Before confirming your selection choose the type of queue they shall
be.
[Selest all] [Canzal salaction]

Click [ add ] to confirm.

% pz= az direct gueus

us= as virtual quegs
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7.2.1.2 Direct queue

A direct queue is used to control a 'standard' Windows print queue. The queue is shared to the users.

When printing to this queue

MOPS is pausing the job and checking the availability of the printer. If OK the job will be released to

the printer.

If the job can’t be printed you can
decide whether to delete the job or
move it to a virtual queue for a late
release.

If enabled the Notify user option will
send an email in case of the job has
been deleted or moved.

Move non-exacutakla print jobs bo a virtual quaus

Target quelis  printlme

[Canced]

Q@ print2me

Tesh102

Save

Direct queue

SNMP Accounting

Enabled: ()
1P address: esuto-detect  [chamge]

[show SHMP values]

Non-exacutable peint jobs

Delete non-executable print jobs: @0

Netdy user: D)

To receive an email alert, the users email address must be available in active directory or in
MOPS database for internal users and the SMTP/Email-settings must be set correctly.

7.2.1.3 SNMP accounting

To achieve an accurate accounting of printed pages MOPS can check the counters via SNMP from

the device’s counter MIB.

If SNMP accounting is enabled MOPS automatically
determines the IP address of the printer. If, for any |
reason, the IP address is not available a warning is

shown.

IP address could not be detected automatically. Please enter it
manually and enable SNMP again.

OK

You can now enter the IP address manually by clicking to [ change ]. Now SNMP accounting can be

enabled.

By pressing [ show SNMP values | you can check the current

counters read from the device MIB database.

In case the values do not match the real counters of the printer

the desired device may not be known by MOPS at current.

Therefore contact support@control-systems.de to integrate the

printer.

Copyright © 2016 by Control Systems GmbH & Co. KG

Type FS-20200

Model EYQCERA MITA PRINTING SYSTEM

Counter BW 835654

Counter Color --

Total 89654
EW
Color
Status Running[2] 1dle[3]
Device iz ready.
[Cancel] oK
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7.2.1.4 Virtual queue

Virtual queues in MOPS are used to perform 'pull printing’ or 'secure print release'. Being a regular
(shared) Windows queue, users can print to it as usual. But instead of forwarding the job to the
destination printer MOPS moves the jobs to an internal spooler and keeps the jobs until they are

e released by a user, or
e deleted due to a rule, by the user himself or by the administrator

Wirtual gueus
r—————————————-.
Autordelote jobs that have net been printed | after 3 davs

|______________|

Tk

§ Teshioz SELECT FILTER: OFF  MODIFY
kb b, TAT 1 21.06.2016 16:18:38
Winbenannt - Editor Bdministratar 1 21.06.2016 16:15:38

The Auto-delete option will remove jobs that have not been released after the time defined by the
administrator.

. . . Document name Report - 2013
The virtual queue view shows all jobs that are currently spooled. Job D DASEO002
Clicking to the job"s row will show it’s details. e Dol Gellans
Pages 1
Color job yes
Duplex vyes
File size 4974 bytes
Sent from "\DEV8_SSQ' on 28.10.2013 at 16:26:44
... S—

The REFRESH option will update the list every 10 seconds if enabled.

Use FILTER to only show jobs of one or multiple user/s.

o Logout
HSrP=

mobiie printing sohution i
Version: 1.0.0 test

MANAGEMENT
Liser lisk essupportbvm2 2 Tirmadintra (127.0.001) Fort: 11031 [change]

Departmants

Domains virhial quese
DEVICES m Auto-delete jobs that have not been printed | after 3 days v

[ quowes | g7
. HeiEhed SELECT FILTER: OFF MODIFY

HetCardReader

Mobile print
Mows to guess

tmptmp.tmp. TXT

REPORT
Reports

Unbenannt - Editor Administrator Change uzer

Delete print jobs
SETTINGS

General

If you have selected one or multiple print job/s, the MODIFY option gets available. You can now
e move the selected jobs to another virtual queue
e change the user (job owner) for the selected print jobs
e delete the selected print jobs
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7.2.2 print2me configuration

This setup is used to perform secure print release and/or pull printing to any printer
Print release is performed either by network card reader or by mobile devices with the MOPS mobile
App installed.

On the MOPS print server
e Create a standard queue for each printer
e Create a standard queue to be used as virtual queue
e Assign a driver to this virtual queue that is compatible to all printers
e Share the virtual queue so client PCs can use it

In MOPS management

Add above queues to the list

Create a NetCardReader or/and a mobile release identifier for each printer queue
Assign the virtual queue(s) to the NetCardReader / Identifier

Select the target queue for the NetCardReader / Identifier

Characteristics
e print release after user authentication
e quota management

Make sure the driver selected for the virtual queue is compatible to all output devices linked to it.

Copyright © 2016 by Control Systems GmbH & Co. KG Version 1.0
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7.2.3 NetCardReader

MOPS supports the usage of networked card readers (NetCardReader) to release print jobs from a
virtual queue to a direct queue.

— Leogout
HGP=

mabile printing schation
8 Version: 1.0.0 test

—
MANAGEMENT I ADD FREMOVE I
User list e —

Departments

Desor plican: ]
Damains EEEETEE - o M e e e = -

DEVICES 1803,160.1.202 Card reader profile: default <

Queues - O S S S S S S e e e e
- s s e e S O S e e e e e .

MetCardReader
Mabile print

I Wirtinal quiiies: printZme -

REPORT I
Reports I
SETTINGS I =

Genaral e e e e e e i L e e e e e e
Dashbaard Target queue: Tesh1o32 -

Schadules - O S S S S S S e e e e

Reader profiles

A NetCardReader has no physical connection to the printer it is attached to. Therefore they need to be
‘connected' logically. (see Configure TCPConv)

Click to [ADD] to add a new NetCardReader. e

Enter it’s IP address and a description (e.g. the printer name it is - TrRITRRIT
attached to). - [12168220] |

Descripbon:

[Lancel] Add

Card reader profile:
Select a card reader profile if necessary.

Virtual queues:
Add one (or multiple) virtual queue to check for jobs of the user swiping his card.

Target queue:
Select a direct queue the jobs shall be sent to.

Important
Make sure the target device is compatible to the driver applied to the virtual queues.
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7.2.4 Mobile print

MOPS allows users to send documents for printing via email from any (mobile) device. Most common
office file formats, images and PDF are supported.

An advanced print release App (i0S & Android) is available for print release via the user’s mobile
phone or tablet.

7.2.4.1 Mobile print release

Print jobs held in a virtual queue can be released to any direct queue by using the MOPS mobile App.

Similar to the NetCardReaders a device identifier or a QR-code are used to logically link the printer so
MOPS knows at which device the user currently is in front of.

Logout
™ f—
T S Version: 1.0.0 [est
r —
MANAGEMENT &DD I REMOVE UTILITY
User List I_ - )
Departments Maobile release | Mail printing
Dornaing
Device identification: Fhame T Teshioz | feangel T
DEVICES | e |
Queues i Virtual guenes: print2me - I
REPORT I I
Reparts - I
sy rT______________I
arpel quene; Teahing ¥
Dashboard e o o o o om e am e mm e mm o
Cehedlules R code:
Reacler profiles I E I
| : |
— = — = = — o —
Click to [ADD] to add a new Device identification. & new device identification
Enter it’s IP address and a description (e.g. the printer name it is
attached to). Name:
[Canced] Add

Virtual queues:
Add one (or multiple) virtual queue to check for jobs of the user is selecting this device identifier.

Target queue:
Select a direct queue or a Toshiba direct queue the jobs shall be sent to.

Attention
Make sure the target device is compatible to the driver selected for the virtual queues.
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Use the UTILITY menu to generate a HTML or PDF document containing the QR-codes generated by
MOPS. These labels can be attached to the appropriate

printer to easily be identified by the MOPS app. T AR
Generate HTHL
E X E "'E E "'E fobile release
L L - Generate PDF
#ﬁ Device identification:
(=] = [=E=
HP LJ - Room 123 HP LJ - Room 421 Samsung - Room 213

7.2.4.2 E-Mail printing

E-mail printing is very convenient way to send documents for printing as almost every device with an
internet or WLAN connection is capable to send out emails.

Therefore MOPS can constantly check one or more email accounts of different type (IMAP, POP3 or
Exchange).

n — Eﬂ_-lt
HSP=
bk P iy g Sk
mobike printing sohution Version; 7.0.0 test
MANAGEMENT ADD REMOVE
Usar list
Damaing
N
DEWVICES Ensbled fon)
Cuaues
HetCardReacler
[HAP
| nobile peint__| - B
REPORT Fassword rsaaanan
Reports AL hitps: S esskbs 000 ewel exchang e asmi
SETTINGS Damain name (FODN] cave,lacal
Genaral [Task}
Dashbxaard
Schedules Print to quewe printdme  [change]
Reader profiles ’
Min. size for images 5 | KB
Max. mal size 20 | 8
Walidation boken :'_;!'_;.
Addibanally pring mail test (:p:)

MOPS separates the attachments and processes them into a print job. All common file formats are
supported.

PDF PDF

Words: DOC, DOCX, XML, RTF, HTML, XHTML, MHTML, ODT, XPS, SWF, TXT, EPUB
Cells: XLS, XLSX, XLSM, XLSB, ODS, CSV

Slides: PPT, POT, PPS, PPTX, POTX, PPSX, ODP, PPTM

Images: GIF, JPG, JPEG, PNG, TIFF, TIF, BMP, EMF, EXIF, ICO, ICON, WMF
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MOPS accepts only emails from known senders. So the sender’s email address must be identical to
one of the email addresses stored in the user database.
If a sender address is unknown the email will not be processed and deleted.

Click to ADD to add a new email account to be monitored by MOPS.

Enter a name for this account and d select the account type
(IMAP, POP3 or Exchange).

Mame:

Protocol: |n~1ﬂ.|-' ! |

POF3

| Exchange |
[Canc=l] Add

Depending the account type you need to enter the account credentials:

X T

additionally print mail tect Ty

|
Ensbled o I
Protoco AP ¥
I |
s
I Password I
I Hoatname I
[ 143 |
I e 551 (8] I
e e e e = == |
r “— L] _— L] — — — _— — — — L — — — —
I Print to quelie print2me  [changs] I
Mim, sive for images 5 KB I
I Max. mal size 20 ME I
I walidation token '-’.?.::
I |
|

r
l
l
l
I
|
l
I
l
l
l
l
I
|
l
I

IMAP/POP3

User Enter the username for this email account

Password Enter the password to login to the account

Hostname Enter the hostname or IP address of the email server

Port Port number of the server (the default values for IMAP and POP3
usually work fine)

Use SSL Enable to connect via secure SSL connection

The following settings determine the processing and routing of the mails.

Print to queue This is the queue the processed document will be sent to. By default
the (first) virtual queue is pre-selected
Min. size for images This value avoids print out of small images like logos or icons

Max. mail size As processing of jobs needs some resources the size of emails can be

Copyright © 2016 by Control Systems GmbH & Co. KG Version 1.0



G P=

mobile printing solution MOPS — mobile printing solution

page 28 OPERATOR MANUAL
limited.

Validation token This is a security feature to avoid SPAM. If you enter any string here all

emails” subject must begin with this string.
Additionally print text If enabled not only the attachment will be processed but also the email
(body) itself.

Changing the output queue from a virtual queue to a direct queue will lead to an immediate printout of
the documents.

Exchange

The settings for an exchange account are different from the above.

3 prinb@me  [charge]

Enabled I

Lser print

Password ETTI TSR T e T T

L hitpe: ) fessbs 9909 my e exchang e ssmx

Dooenaln narme (FODN] eava.lazal

[Tast]

User Enter the username for this email account
Password Enter the password to login to the account
URL Enter the correct URL for the web access of your Exchange server
Domain Enter the name of your exchange’s domain

To determine the correct URL for the Exchange Web Service (EWS) of your server you may logon
to your exchange server and enter below power-shell command.

Get-WebServicesVirtualDirectory |Select name, *url* | fl

Version 1.0 Copyright © 2016 by Control Systems GmbH & Co, KG



P =

MOPS — mobile printing solution mobile printing solution
OPERATOR MANUAL page 29
7.3 REPORT

MOPS provides a numerous amount of standard reports. By simply selecting the desired report and
it's parameters the Operator has quick access to all transaction data stored in the MOPS database.

7.3.1 Reports

This menu contains the powerful built in report generator. MOPS offers a row of predefined report
templates for user-, department- and printer-based reports [ 1].

[F=radlig

nNar=

Ml pring gokinon Versian: 1.0.0 test

MANAGEMENT ADD REMOWVE CORY
(2] !
User List -
Departments e o o o e e o - e —
S —
Damains User reports 1 Descriplion [ 4] I
TS I i Department reparts [ 1] I Details (transaction list) of the printen'device activites per user
Deenes I = Printur raparts Group by I
NetCardReader I Sumfmary I I
Mobide print Btails I Sart by
I Tima v | (3 I
REFORT by nar - armmary L
I e |
I Parind Tha cuacisr; 01683016 - 30,04 3614 [3]
Earuifes | by department = summary i - I
G reral I Tangt
Deshboard I by departmens - detalls I
Schedules I o = o e e ama=
Crealk
Fesder profiles b color usage - details Ih:‘ll;nm[.Pdﬂ [=nd [ 5] I
I ¢ Protocol reparts I

Fﬁhm_m-_rh____'l— ——
| (2] ]

e e e

[ 2] The ADD — REMOVE — COPY options allow to manage customized Reports.

Add report template x Ty
Details I
Enter a narm for the new template [ Enter a name for the new template

T T EEER . T b

DCartailed by depmrtr
-_— by departry {Cancel] [ sava

[Camcel] add [ by celor weiige

= 8 "3 I raskm nnaue

You can ADD a new template and configure it’s settings or COPY the current 'active’ template with all
it’s settings into a customized report template.
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Change fil
[3] Filter

When you have selected the T |

template you can specify the g e
time period for the report, Departmant R
specific users, Departments, Brintur,davica OL04.2015
printers etc. to filter the data for Farnat e =

the report. Calor usage

You can also filter on paper size
or on color usage.

[Cancel] | S

[4] Grouped by / Sort order
According the selected template data can be grouped and the sort field and order can be selected.
Click to T2 to select the sort order ascending or descending.

[ 5] Create now:
Confirm the template you have selected by clicking to one if the [ .html ] [ .pdf ] or [ .csv ] buttons.
The report will be generated according your selection, filters, etc.

Grouped by Department and User name,

Period from 01.10.2013 to 31.10.2013. Created on 31.10.2013.

Job Document Total Biack Color Job Recording
Department & & 5
type name pages = pages details time

Department: ‘Financial Accounting and Auditing’ - Dorothy Williams

Financial Accounting Dorothy 192.168.1.102 Copy 1 1 0 1xAd:; 24.10.2013

and Auditing Willams 16:30:52
Financial Accounting Derothy . 24.10.2013
and Auditing williams LU L Copy 9 d g ZEER 16:43:52
LS 4 o
Department: ‘Marketing’ - Peter Clark
) Pater : 24.10.2013
Marketing Clark 192.168.1.102 Copy. s 5 [} SxA4; e
5 5 o
9 9 0

Reports can also be exported to a PDF file by clicking to [ .pdf ] or to a comma separated file by
clickingto [ .csv ].
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7.4 SETTINGS

In the settings section you have access to all global configuration settings in MOPS.

7.4.1 General

Here you find all configurations related to the application itself.

]
Rogout

HNSP=

mobie oriring solution .
Version; 7.0.0 test

MANAGEMENT
User list | Sarver Server IP-address 192.166.1,225 lchange]
L Web (http) port [11080] 11030 lchange]
Damains
DataManager port [11030] 11030 lchangs]
DEVICES
Quaues Muhile service port [11082] 1022 @D [ehangs]
HetCardReadar
. ) Card server port [11083] 11083 X fekanga]
Mobile print
REPCRT Datshace
SHTP [ E-mail
Repaorts (Backup database]
SETTINGS o
S
Leneral
Dashboard
Schedules
Reader profiles

7.4.1.1 Server

MOPS auto detects the server IP address. In case you server has multiple network adaptors you can
change it’s 'outside' IP address by clicking to [change].

In case you need to change the default ports for MOPS Web access or DataManager you have
access to these by clicking to [change].

The Database settings allow to perform a Backup and Restore of the MOPS Database,

[ Backup database ]

Will create a backup archive. By default the
filename is MOPS_TIMESTAMP. You can modify
the filename before executing the backup.

Please selact a marne for the database backup.

Filgnamis: mops_ 2016056331303

Clicking to OK will create 3 files:
filename.archive & filename_dm.reg & [Cancel] ok

filename_pm.reg in
c:\Program Files\MOPS\db\backup\
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[Restore database]

files required are located in

Before restoring a backup make sure that the
A c:\Program Files\MOPS\db\backup\

Please select the restore backup.

Select the backup to be restored and click to Miak:
OK. In this process, all unsaved data will be lost. To prevent data loss be
sure that you don't need the current content or create a database
P backup.
MOPS will now replace the current database

For restore an external e-FOLLOW-Backup, please copy the reguired Files

by the baCkUp. (*.archive and *.reg) into the following directory and reopen this

window.

Restore path:
C:\Program Files\e-FOLLOW\db\backup',

Fle: | do-backup-dsy 2016-04-09-03-00

[Cancal)
Database has been successfully restored.

The Directory service settings are required to setup the Toshiba directory service settings in
TopAccess.

Attention
A Keep in mind to update the device registration settings via TopAccess in case of you have made any
modifications here.
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7.4.1.2 Application

The application tab allows changing some basic configuration.

HGr=

[ | —

nhile privting pelutcn

s L Versian: 1.0.0 rest

MANAGEMENT

User list _ Administrator user name: "Operabor® [Changs pazaverd]

Departments

Daralng Applicati

[ prieatian Language English L

DEVICES

Lt Send notifications by e-mail [ &

(s =i FIL user name has pricnkty i

i Tormal

O et = = Don't record document names [
REPORT Dot record user names (9]

Reparts
SETTINGS Websession timeosut 30 minutes L
| General ] S ——

Dashbaard Log level [erbose v

schedules

Reader profiles

'‘Operator' password
Click to [Change password] to change the password for the user 'Operator'. Enter the current and the
new password.

Language
Select the language from the pull-down.

Send notifications by e-mail
If enabled user notifications are sent via e-mail to the users.

PJL user name has priority

This will force MOPS to check the print job’s PJL header to extract the username to map the job to the
correct user account. This may be helpful if the printer is mapped under a different username or in
SAP environments.

Don’t record document names
If enabled the document names will not be recorded in the transaction database.

Don’t record usernames
If enabled the usernames will not be recorded in the transaction database.
Web session timeout

The operator will be auto logged out after this time of inactivity.

Log level
Here you can define the level of details stored in the MOPS log file.
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7.4.1.3 User Portal

MOPS provides an enhanced user portal. This allows users to maintain their account or upload
documents.

Here you have access to the settings that are related to the MOPS user portal.

HGr=
el —
mekile Ak
prinera Version: 1.0.0 test
MANAGEMENT
Liser List s User portal -
Departments
Domsaing Apolication Connection
Port [11070] 11070 lehangs]
DEVICES
—— Wserportal e 5L ) (Dewrniload cartbeata]  (7)
LI
HetCardRaader Session timeout 30 minutes T
Maobile pring Custom formats Allove file uplsad -
REPORT Upload quewss; | prinszme a
Reports ~
SETTINGS 1
[ Geneal ] S
Dashboard
Allow self-registratson Lexmark X736de =
Schedules PoOs
Allow email seif assignmen -
Reader profiles
. ¢+ [

Use User portal
This will enable/disable the general availability of the portal to the users

7.4.1.3.1 Connection

Port

Defines the port number to access the portal. By default the port number is 11070

To select another port number click to [ change ] and enter a port number that is available on your
computer.

Use SSL

For security reasons the communication can be encrypted by using SSL.

To avoid a SSL warning on the client PCs a certificate can be installed. Right-Click to

[ Download certificate ] to download the certificate. You can now add it to the trusted root
certificates on all client PCs (e.g. via group policy).

Session Timeout
This defines the time after a user session is close automatically when there is no activity.
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7.4.1.3.2 Self assignment

Allow self-registration

If enabled users can self register an internal
account to MOPS. An appropriate link will
be shown on the User Portal login page.

Allow E-Mail self assignment

NEo=

BETAETOTL |

Pajpagit

o erstwles |

If enabled the users may add additional E-Mails to their account. This will allow the user to send print

jobs by from other mail accounts.

Accounting-Mode

Here you can define the accounting mode fur users that have self

registered to MOPS.

7.4.1.4 Custom formats

Self assignment
Allow salf-ragistration @)
Allow armail self -
assignmant L
A csaunting Mone -
Hone
L
Braintres
uptas

MOPS allows to customize the date & time and formats to your specific requirements.

e

meklle printing soluticn

Logout

Version: 1.0.0 resg

MANAGEMENT
Lser list
Departments
Damalns

Date
Time
DEVICES
QueLies
HetCardReader
Mabile print

Usarportal

Custom formats

REPORT
Reports
SETTINGS

Dashboard
schedules

Reader profiles

License information

Date/Time Pattern

[ dd MMy

HH:mmi:ss

Freview Template

22.06. 20126 did MMy ¥

13:31:03 HH:mm:ss (24h) 7
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74.15 SMTP/E-mail

MOPS ca send out notifications to users via email. Enter the Hostname/IP-address and port of your
SMTP server.

In case SMTP authentication is required, enter the credentials of an account that is allowed to send
emails via this server.

HoP=
el —
mekile Ak
] Viersion: 1.0.0 rest
MANAGEMENT
Liser List SMTP sattings
RETARIETE Haostnamae / TP address: [ 192.168.1.4
Domakns e o
SMITF pert: | 25|
DEVICES
=1 (o)
Queuss o
SMTP authentication @ [changs credantish]
HetCardReader
Maobile pring Custom formats
E-muail settings
EE " From address: noereplyle-mops.local
REpOrts SHTF § E-mal .
Subject: | Hotfication
SETTINGS ’
m Licen=e information Signature: ] Sant by MOPS
Dazhboard default e-mal address demain:
Schedules IFthe uzer doesn't have an e-mall address. it will be created fom login name and this domadin,
Reader profiles
I J [kl tha SHTR ard -mail sabtinga]

Use the E-mail settings to enter a From address: a Subject: an a signature.

The default E-mail address domain will be used if the user has no e-mail address assigned.
MOPS will then try to send notifications to 'username'@'default_E-mail_address_domain’

[test the SMTP and e-mail settings]

Enter the sender and recipient and press test e-mail. MOPS embedded will try to send a test
email.

Test the SMTP and e-mail settings
Recipient address lrme@domain.com
Example text

This is a test e-mail.

[Cancel] send

Check the in-box of the recipient to make sure, settings are correct.
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7.4.1.6 License Information

Under the license tab you will find the current license status of your MOPS server.

HSP=

makile printing sobaion

Lot

Version: 1.0.0 test

MANAGEMENT
User list

Departments
Domakng

DEVICES
Cuaues
HetCardReadar
Mobile print
REPORT
Regorts

‘Current date: 22.05.2016
Installation date: 19.05.2016

I
Current wersion:  1.000 I
|
|

Status: TRIAL (34 days remiaining)

L e

: 2] |

[k registration kay]

SETTINGS

License infoymation

Dashbsaard
Schedules
Reader profiles

[ 1] License Status

License type
Current version
Current date
Installation date
Status

Registration key
Total printer licenses
Assigned / available

License valid until...

Copyright © 2016 by Contro

MOPS

MOPS version that is currently installed

Current system date of your server

Date when MOPS has been installed the first time on this server
License status - this can be TRIAL, licensed or DEMO. In case of
TRIAL the remaining number of trial days will be shown

Current registration key in use of the MOPS license

Number of supported printers (direct queues)

Number licenses in use and available

Shows the end-of-license date.

| Systems GmbH & Co. KG Version 1.0
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[ 3] [new registration key]
Use this link to enter a registration key. Entering a registration key will apply a new license to your
system or update your current license - e.g. to add additional printer licenses.

Please enter new registry key

Registration key: ZE-S—FE1-VGW1

License offline

License

Enter the registration key and press button.

As the registration key needs to be verified against the license server it is recommended that your
MOPS server has internet connection - at least for the duration of the registration process.

Else you need to perform the offline licensing process by clicking to the [license offline] link.

Offline licensing

Download the Server-ID file generated by your
MOPS server by clicking to the link'
[Download the server-ID file].

To perform the offline licensing please download the
server-1D file and send it to your reseller. You will
then receive a license file.

Download the server-1D file

THEN send the server-ID file MOPS.token
T'OGETHER with the registration key you already
obtained to your reseller.

You will then receive a .license file.

Select this file by clicking to [1]

To confirm the licensing process click OK.

Upload license fila o

To enable the llcense, select the license file here. Then press OK to confirm and uplead the file to the server:

H Durdwn-.l::

et
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7.4.2 Dashboard

The MOPS Dashboard is the central point of information.

7.4.2.1 EventLog

The Event Log shows the current status of activities by showing a list of messages.

Lot

HSP=

kil print btk
printing sal Version: 1.0.0 test

MAMAGEMENT

Liser list Eroly Info @) Wamning @[  Error D)
Departments

Domains

DEVICES
Queuss
NetCardReader
Mabile print
REPORT
Reparts
SETTINGS
General

Dashboard
Schedules
Reader profiles

EEEEDETE  (removeal logs]

dubo-delete cld event logs | after 4 weeks ¥

Use the buttons on the top of the list to filter the list by message types [info], [warning] or [error].
If [Refresh:On] is active, the list will be auto-updated by new events.

[Clear log] will clear the current list.

o The folder \Program Files\MOPS\log\ contains daily log files "MOPS_DATE.log" that might be
requested by the support in case of an issue.

Copyright © 2016 by Control Systems GmbH & Co. KG Version 1.0
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7.4.3 Schedules

A lot of tasks In MOPS can be performed automatically. MOPS provides a powerful schedule tool for

defining and planning the execution of these tasks.

Logout
™ f—
makile printing sobaion Version: 1.0.0 test
MANAGEMENT ADD REMOVE
User list
Departments I II [ 2
oomi | |
DEVICES | oo IV oescrotion:  ctance
Ot II Activated: [ &
HetCartiRgaler | || Hest run: 2206.2016 | (15 ¥ : o0 v
Mabile print I I I Repeat every:
REPORT I [ veas [ months | des | houn | minutes |
Reparts II 2] 2] 2] 1 1]
SETTINGS I e = - - -
—— I || Tk e Mo o™ ™= ™= == == e e e e e g
Dashboard I [ 3
[ schedudes | Il srarwmedue @
Reacler prnl’lle-s I II Becipient e-mail address | [shaiy dutails]
' |
I I Peport; LIgr - Burimary v [sheay report]
I II Fil= type & pdf Uesw
L
| 3L
[1] Task list Create new scheduler task

The task list can hold an unlimited number of scheduled
tasks. Click to ADD to create a new task or click to
DELETE to remove an existing task from the list.

When adding a new task you need to enter a task name
and the type of the task. It is also recommended to enter a
short description.

[2] Schedule
The schedule section defines when a task is executed.

Enter a name and choose the type for the task

Task name | Report
Description

Task bype Report crastion

[Cance=l]

Select the date and time for the next (fist) execution. Then select the repetition options.

[3] Task details
This section describes the details of the scheduled task.

Version 1.0
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7.4.3.1 Synchronization
This will automatically synchronize the MOPS Task typs: "Synchrenization”
user database and the domain' Domaini: [abezow drrain saltings]
You can select if new users shall be added T o
and/or what data shall be updated if they have Synchrenize usar's disglay name @D
Changed n the domaln' Synchronize user's =-mail address @0

Syrichranize user's homs dirscton ﬂ

Syrichronize user's department [ &)

Syrchranize user's card 1D (J
7.4.3.2 Report creation Task type: "Report creation™
This task will automatically create a report
and send it as an attachment via e-mail. send repert tm af e (D) LY

Recipient e-mail address [ahaur detaila]

Here you can select the type of the report
that shall be scheduled. Select the sorting o e iy o T
order and the file type. S ®.0df ©.cov

If you like to automatically receive reports like "last month device summary” or "Ytd total of
department X" it is recommended to create a custom report first and have this scheduled here.

7.4.3.3 Database backup

This task will automatically create a backup of
the MOPS database and registry settings.

The number of backup files defines how many
backups will be stored. If the maximum
number of backups is reached, the oldest
backup will be replaced by the newest one.

The backups will be stored in
C:\Program Files\MOP S\db\backup\schedules\

Copyright © 2016 by Control Systems GmbH & Co. KG

Tash bype; "Database backup creation™

Number of backup files; s v I
s - - - - - - . -
Hint:

Thie number of backup files indicates how many database backups will be kept in the
backup foddern, Onoe the number of max, backups is reached the ddest backup will be
replaced by the newest backup file.

Seheduled datal

s backups are stored in the directary:

C:YProgram Files\=OPsidbibackupschedules'
For restonng a backup please go to 'SETTINGE' -2 "General’ - 'Server’ and select
Rentara database’,
Version 1.0
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7.4.4 Reader Profiles

Card reader profiles are used to modify the string read by a card reader.

Hor=
il —
Eile printing polution
e R Version: 1.0.0 test
MANAGEMENT ADD REMOVE
User list
Departments - s S e e . .
Damalns _ I."Hrfr.-.'ng 554ac35f I
DEVICES Skip at front Yo 9| MEBaarm o - =
Queues Skip at end 0| | 854acasf
HetCardReader
) ) Characters to use B| | 5548c3sf
Mabile print
Pevert bybe-hy-byte D  Sie34as55
REFORT
Comart ¥ | | Sfc34a55
Reports
Farmat to UFFER ™ SFC34A55
SETTINGS
Genaral
Dashboard Default profile for new devices ()
Schadules
Headar profiles

This can be required if the UIDs of your cards are already stored in active directory. Depending how
the IDs are read by the reader the IDs might need to be converted or reversed so they match.

To add a new profile click to [ ADD ].
You can enter a test string to directly check the impact of the current settings to the string.

You can use the Test string field to insert data and check if the conversion is working properly
according the data that are required.
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